04/06/06 10:27 FAX 16192350176 



KMOB SAN DIEGO 



©003/008 



MEMORANDUM 

Page. .2 



instructing the second party to scan the transaction certificate to convert the 
encrypted code to electronic form, and to decrypt the encrypted code in electronic form 
based on a public key of the first party to generate decrypted selected elementsfM lLand 

proving, by the decrypted selected elements, the transaction, w horoin the 
decrypted soloctod e l e m e nts ar e us e d by tho second party to prove the tranoQotion. 



attaching the encrypted code to the certificate template to produce a transaction 
certificate; 

transmitting the transaction certificate with the encrypted code to the second 



;t party; and 



first party and a second party, the method comprising: 



j 4. (Currendy Amended) A method of verifying a transaction conducted between a \ 

? ; 

if first party and a second party, the method comprising: : 

\ receiving transaction elements of the transaction; I 

jj identifying at least a portion of the received transaction elements as selected i 

i elements; ! 

!i 1 

attaching at least a portion of the received transaction elements to a certificate * 

1 

template; 3 



i 



|j encrypting the selected elements based on a private key of the first party to I 

5 generate an encrypted code; J. 



i 

instructing the second party to decrypt the encrypted code of the transaction ) 
certificate based on a public key of the first party to generate decrypted selected jj 
elements [[,] ]: and I 
proving, by the decrypted selected elements, the transaction, w horoin tho ; 
d e crypted select e d e lem e nts ar e used by the s e cond ' pai - ty - 40 - provo tho transaction. j 

< 

9. (Currently Amended) A method of verifying a transaction conducted between a ; 



receiving transaction elements of the transaction; j 
identifying at least a portion of the received transaction elements as selected \ 
elements; C 
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attaching at lea$t a portion of the received transaction elements to a certificate 
template; 

encrypting the selected elements based on a private key of the first party to 
generate an encrypted code; 



j! certificate; 

ii 

t retrieving a public key of the second party; 



encrypting the transaction certificate based on the retrieved public key of the 
second party, to generate an encrypted transaction certificate; 

transmitting the encrypted transaction certificate to the second party; 

instructing the second party to decrypt the transmitted encrypted transaction 
certificate based on a private key of the second party, to produce a decrypted transaction 



£ instructing the second party to decrypt the included encrypted code based on a 

i public key of the first party to generate decrypted selected elementsfM I: and 

! proving, bv the decrypted selected elements, the transaction, w h e r e in th e 

■j decrypt e d s e l e cted elements aro used by tho second party to prove th e transaction. 



t 
<t 
i 

i retrieved public key of the first party to generate decrypted proof elements, 

a 

5 HnottelVtePtminfln&BeapLip 

j> 

I* - 



i 



r 

attaching the encrypted code to the certificate template to produce a transaction \ 



_ certificate that includes the encrypted code; aaad j? 

i . . - r 



*! 14 (Currently Amended) A method of verifying a transaction conducted between a , 

5j first party and a second party, the method by th e s e cond party comprising; i 

$ . * 

X identifying, by the second party, a portion of transaction elements of the | 

transaction; ) 

5 5 

jj transmittin g, bv the second party, transaction elements of the transaction and the I 

% , • 

• identification of the transaction elements to the first party; * 

c * 

- receivin g v by the second parity, a hard copy transaction certificate that includes an ! 

a i 

j encrypted code; ; 

jj sc anning, bv the second party, the received transaction certificate to convert the { 

| encrypted code to electronic form; I 

| retrievin g, bv the second party, a public key of the first party; and [ 

decryptin g, bv the second party, the converted encrypted code based on the 
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wherein the decrypted proof elements are used by the second party to prove the 



"» transaction. 



15. (Currently Amended) A method of verifying a transaction conducted between a 
first party and a second party, the method comprising: 

transmitting transaction elements of the transaction to the first party; 



ij receiving a transaction certificate that includes an encrypted code; 

ji retrieving a public key of the first party; aad 

I decrypting by the second party the included encrypted code based on the retrieved 

\ public key of the first party to generate decrypted proof elements IT,11 ; and 



£ proving, by the generated decrypted proof elements,, the transaction. w herein the 

3 decrypted proof elem e nts ore used to provo - thc tranca etiear 

i 

j 16. (Currently Amended) A method of verifying a transaction conducted between a 

U first party and a second party, the method comprising: 

* making a public key of the second party available to the first party; 

transmitting transaction elements of the transaction to the first party; 

jj receiving an encrypted transaction certificate; 

v 

S decrypting the received encrypted transaction certificate based on a private key of 

j. the second party so as to generate a transaction certificate with an encrypted code; 

$ retrieving a public key of the first party; asd 

I 

? decrypting, by the second party, the encrypted code based on the retrieved public 

I key of the first party to generate decrypted proof elements ff,]] ; and 

| using t he decrypted proof elements are us e d to prove the transaction. 

j § 17, (Currently Amended) A method of a third party authenticating a transaction 

!> conducted between a first party and a second party, the method comprising: 

5 

receivinp 1 by a thi rd party, a hard copy transaction certificate with an encrypted 

\ code by a third - party ; 

j 

) scanning the received transaction certificate to convert the encrypted code into 

i electronic form; 

4 

jj retrieving a public key of the first party; 
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decrypting the converted encrypted code based on the retrieved public key of the 
first party to generate decrypted proof elements; and 

declaring the transaction between a first party and a second party including the 
decrypted proof elements as authenticated by the third party if the decrypting is 
successful. 

18. (Previously Presented) A method of a third party authenticating a 
transaction conducted between a first party and a second party, the method comprising: 

receiving, by a third party, a transaction certificate with an encrypted code; 
retrieving a public key of the first party; 

decrypting the encrypted code based on the retrieved public key of the first party 
to generate decrypted proof elements; and 

declaring the transaction between a first party and a second party including the 
decrypted proof elements as authenticated if the decrypting is successful. 



19. (Original) A method of a third party authenticating a transaction conducted 
between a first party and a second party, the method comprising: 

receiving, by a third party, an encrypted transaction certificate; 
decrypting the received encrypted transaction certificate based on a private key of 
the third party so as to generate a transaction certificate with an encrypted code; 
retrieving a public key of the first party; 

decrypting the encrypted code based on the retrieved public key of the first party 
i to generate decrypted proof elements; and 

* declaring the transaction including the decrypted proof elements as authenticated 

| if the decrypting is successful. 

f 

I 20. (Previously Presented) A computing device for verifying a transaction 

& conducted between a first party and a second party, the device comprising: 

I a receiving module configured to receive transaction elements of the transaction 

J from the second party; 

\ an attachment module configured to attach at least a portion of the received 

•! transaction elements to a certificate template; 

\ ipotfelVbytfiisBsQQS Bear lip 
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wherein the encrypted transaction certificate is decrypted by the second party 



5 of the first party to generate decrypted selected elements, and wherein the decrypted 

^ selected elements are use d by the second party to prove the transaction. 



22. (Currently Amended) A computing device for verifying a transaction conducted 



| between a first party and a second party, the device comprising: 

jj a submitting module configured to submit transaction elements of the transaction 

| from the second party to the first party; 

K 
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S 

\ a first encryption module configured to identify at least a portion of the received j 

|- transaction elements as selected elements, to encrypt the selected elements based on a | 

jj private key of the first party to generate an encrypted code, and to attach the encrypted ' 

I code to the certificate template to produce a transaction certificate; and | 

li 

; a transmission module configured to transmit the transaction certificate from the jj 

| first party to the second party, [ 

^ wherein the encrypted code attached to the transaction certificate is decrypted by j 

!j the second party to prove the transaction. J 

S i 

jj 21. (Previously Presented) A computing device for verifying a transaction jj 

j conducted between a first party and a second party, the device comprising: j 

jj a receiving module configured to receive transaction elements of the transaction j 

.: * 

; from the second party; i 

| a first encryption module configured to identify at least a portion of the received \ 

i transaction elements as selected elements, to encrypt the selected elements based on a \ 

jj private key of the first party to generate an encrypted code, and to attach the encrypted j 

I code and at least a portion of the received transaction elements to a transaction certificate; I 

jj a second encryption module configured to encrypt the transaction certificate based j 

i 



| on a public key of the second party to generate an encrypted transaction certificate; and \ 



i a transmission module configured to transmit the encrypted transaction certificate j 

from the first party to the second party, j 



based on a private key of the second party to generate a decrypted transaction certificate j 
with the encrypted code, wherein the encrypted code is decrypted based on a public key \ 



04/06/06 10:29 FAX 16192350176 



KMOB SAN DIEGO 



©008/008 



MEMORANDUM 

Page 7 



jj a receiving module configured to receive a transaction certificate including an 

i encrypted code from the first party to the second party; and 

\- a first decryption module configured to decrypt the encrypted code to generate 

jj decrypted proof elements, based on a public key of the first party, 

jj wherein th e second party proves the transaction with the decrypted proof elements 

| are us e d to prove the transaction . 

\ 

^ 23, (Currently Amended) A computing device for verifying a transaction conducted 
| between a first party and a second party, the device comprising: 

! a submitting module configured to submit transaction elements of the transaction 

JU 

i from the second party to the first party; 

| a receiving module configured to receive an encrypted transaction certificate from 

8 

the first party to the second party; 

I a first decryption module configured to decrypt the received encrypted transaction 

jj certificate, based on a private key of the second party, to generate an decrypted 

jr transaction certificate with an encrypted code; and 

| a second decryption module configured to decrypt the encrypted code based on a 

I public key of the first party to generate decrypted proof elements, 

t . 

Ji wherein th e second party proves the transaction with the decrypted proof elements 

I are uood to prov e the transaction. 

| 
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